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sudo apt-get install nmap
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sudo dnf install nmap
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sudo pacman -Syu nmap
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dave@howtogeek:~5 ip add
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN gr
oup default qlen 1080
link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.06.1/8 scope host lo
valid_1ft forever preferred_Lft forever
ineté ::1/128 scope host
valid_1ft forever preferred Llft forever
2: enpBs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel s
tate UP group default qlen 1060

link/ether 08:00:27:55:29:5F brd ff:ff:ff:ff:ff:ff
inet 192.168.4.25/24 brd 192.168.4.255 scope global dynamic nopref
ixroute enpOs3
valid_1ft 85931sec preferred_1lft 85931sec
inet6 fe80::841:26d1:f8c3:1d08/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
dave@howtogeek:~5% I
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000 00 nmap (000000000 000 000 000 24/ 00 00000 000 000 000 192.168.4.255 (] 192.168.4.0
000 nmap (00000000 0000 00000 0000 00 00 000D 0000oO0o Dodood doo booo0

nmap 0000000 0000

00 0000 0000000 00 00000 0000 00000 0000000 0000 00 nmap 000 0000 00000 00000 00 Nmap

(00 00 0000 00000 0o nmap (0 0000 OOCO 00 CROOOO -0O000 000 0o00000 0000 0o foo0 0o 0 0000000
00000 0000 000 00 000000 nmap 00 00000 000 0000 0000000 (D000 0000 0000) se- 00000 00 00000
000 00000 00000 0o booo 0 000 0000 0o boooo oo -0oo boood bo fooooooo doo boodoot 0doco Ootc
000000 000 000 00000 Dooo 0000 00 00oooo doot 00oo Lo Dooo Dhdodtoooo bo0oo fooo Oodo 000

000 00 000 00000 00000 00 00 bO0 00000 00000 0oto 00 foO0o0o 0oo 0o 0o 0000 0ooo <000 ooooo
[0 00000 COO0 0000 0000 0000 00000 00 nmap 0000 192.168.4.0/24 0000000 00000 00 -000000
00 0000 OO0 00000 0o00 00 192.168.4.255 000000 00 0000 0000000 000 0 0O0 00000 000 192.168.4.0

000000 0000000 000 000 00 sudo [0

sudo nmap -sn 192.168.4.0/24



(00 0000 000 00000000 000 -LR000 00000 doooo0d £C000 0o o0 00000 boooo 0ofoto dooooo 0o 0o oo

00000 00 00 COO0000 00 00000 00000 sude 00 0000000 000 00000 CO00 sude 00 0000000 0000
000000000 000 00 00000 00000 boooonn 0opo boo sudo 0000 00000 00000 -00 000000 0000000

Starting Nmap 7.60 ( https://nmap.org ) at 2019-86-28B 10:57 EDT
Nmap scan report for Vigor.router (192.168.4.1)

Host is up (©.00839s latency).
MAC Address: 00:1D:AA:B8:60:B0O
Nmap scan report for 192.168.4.
Host is up (©.00858s latency).
MAC Address: B8:27:EB:D3:98:2D

Nmap scan report for 192.168.4.
Host is up (0.074s latency).

MAC Address: E4:F0:42:58:FF:98
Nmap scan report for 1592.168.4.
Host is up (0.10s latency).

MAC Address: DB:SO:E6:7F:7F:AT7
Nmap scan report for 192.168.4.
Host is up (-0.10s latency).
MAC Address: B4:B0:17:99:23:1C
Nmap scan report for 192.168.4.
Host is up (-0.10s latency).
MAC Address: 44:6D:57:6E:5F:56
Nmap scan report for 192.168.4.

(DrayTek)
10

(Raspberry P1 Foundation)
11

{(Unknown)
12

(Asustek Computer)
13

(WAEVED)]

15

(Liteon Technology)
17

[0 0000 0000000 0o Dot Ooodoo 0o bod 0do Obode 0oo © Qood 00oo 0d so- 00000 C0 foo0oao d0og
0 0000 0000 0000 00 00000 00 0000 00 0000 000000000 00 000000 00 00000 00000 00 <0000 00000

00 00000 00 -0R0O00 LO00O0 £o0 00 000000 OotOoooo0D do0otoo nmap 000000 0000 00 O 00000 O0COOO

000000 O00DOO LOhoOoddftooo hoboooo 0o foooo fo 0o doddo odtc

Host is up (0.018s latency).
MAC Address: 34:D2:70:64:FB:42
Nmap scan report for 192.168.4
Host is up (0.00063s latency).
MAC Address: 00:15:99:7F:63:CB
Nmap scan report for 192.168.4.
Host is up (0.00044s latency).
MAC Address: EC:F4:BB:087:AB:C3
Nmap scan report for 192.168.4.
Host is up (0.165 latency).

MAC Address: 14:D1:69:12:5A:FB
Nmap scan report for 192.168.4.
Host is up (08.000850s latency).
MAC Address: 90:B1:1C:5E:8A:B6
Nmap scan report for 192.168.4.
Host is up (0.0046s5 latency).
MAC Address: CB:3F:D5:69:26:24
Mmap scan report for howtogeek
Host is up.

(Amazon Technologies)

o2

{Samsung Electronics)
23

(Dell)
24

(Unknown)
30

(Dell)
31

(Elitegroup Computer Systems)
(192.168.4.25)

Nmap done: 256 IP addresses (15 hosts up) scanned in 6.76 seconds
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00000 0oo0 -LO0000 OBoo 0o Loo boodo 0o 0o ddtooo bodoo o dooo -0dooo booo boodoo Oooo bood
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(000 0000 0000 nmap [0 00000 000 00 <000 00000 HTTP 00 000000 0000 80 0000 0 000 00000 SSH
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nmap 192.168.4.0/24

000 DO0000 000 0h0oo Doodot -Dood do0ooo boo 0o booooo 0o 00 b0tooo bo Dboodooo Dooooo Ooodo oad
000 000

Nmap scan report for 192.168.4.30
Host is up (0.8021s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

139/tcp open netbilos-ssn
445 ftcp open microsoft-ds

Nmap scan report for 192.168.4.31
Host is up (0.0043s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
8080/tcp open http-proxy

9090 /tcp open zeus-admin

Nmap done: 256 IP addresses (13 hosts up) scanned in 4.42 seconds
dave@howtogeek:~5 I
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nmap 192.168.4.0/24 > nmap-list.txt
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