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sudo pacman -Syu nmap
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dave@howtogeek:~5 ip add
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN gr
oup default qlen 1666
link/loopback ©0:00:00:00:00:00 brd 60:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1lft forever preferred_lft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enpBs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 qdisc fq_codel s
tate UP group default qlen 1600

link/ether 08:00:27:55:29:5F brd ff:ff:ff:ff:ff:ff
inet 192.168.4.25/24 brd 192.168.4.255 scope global dynamic nopref
iXxroute enpOs3
valid_1ft 85931sec preferred_1ft 85931sec
ineté fe80::841:26d1:T8c3:1d08/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
dave@howtogeek:~5$ I
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Starting Nmap 7.60 ( https://nmap.org ) at 2019-06-28 10:57 EDT
Nmap scan report for Vigor.router (192.168.4.1)
Host is up (©.00039s latency).

MAC Address: 00:1D:AA:B8:60:B0
Nmap scan report for 192.168.4.
Host is up (©.00858s latency).
MAC Address: BB:27:EB:D3:98:2D
Nmap scan report for 192.168.4.
Host is up (0©.074s latency).
MAC Address: E4:F0:42:58:FF:98
Nmap scan report for 192.168.4.
Host is up (0.10s latency).

MAC Address: D8:50:E6:7TF:7TF:A7
Nmap scan report for 192.168.4.
Host is up (-0.18s latency).
MAC Address: B4:B0®:17:99:23:1C
Nmap scan report for 192.168.4.
Host is up (-0.10s latency).
MAC Address: 44:6D:57:6E:5F:56
Nmap scan report for 192.168.4.

(DrayTek)
18

(Raspberry Pi Foundation)
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(Unknown)
12

(Asustek Computer)
313

CVEVED
15
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Host is up (0.018s latency).

MAC Address: 34:D2:70:64:FB:42 (Amazon Technologies)
Nmap scan report for 192.168.4.22

Host is up (0.080063s latency).

MAC Address: ©0:15:99:7F:63:CB (Samsung Electronics)
Nmap scan report for 192.168.4.23

Host is up (0.00044s latency).

MAC Address: EC:F4:BB:07:AB:C3 (Dell)

Nmap scan report for 192.168.4.24

Host is up (@.16s latency).

MAC Address: 14:D01:69:12:5A:FB (Unknown)

Nmap scan report for 192.168.4.30

Host is up (0.000508s latency).

MAC Address: 90:B1:1C:5E:BA:86 (Dell)

Nmap scan report for 192.168.4.31

Host is up (0.0046s latency).

MAC Address: CO:3F:D5:69:26:24 (Elitegroup Computer Systems)
Nmap scan report for howtogeek (192.168.4.25)

Host is up.

Nmap done: 256 IP addresses (15 hosts up) scanned in 6.76 seconds
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Nmap scan report for 192.168.4.360
Host is up (0.8021s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

139/tcp open netbios-ssn

445 ftcp open microsoft-ds

Nmap scan report for 192.168.4.31
Host is up (0.0843s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds

8080 /tcp open http-proxy

9090 /tcp open zeus-admin

Nmap done: 256 IP addresses (13 hosts up) scanned in 4.42 seconds
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S @isS | leals ol aad g 03,5 G o iy oS piSe dlgiing oS b jw LS sleulls nmap glo

1398 sl,0 28

https://www.shabakeh-mag.com/tricks/network-tricks/15721/%DA%86%DA%AF%D9%88%D9%86
%D9%87-%D8%A7%D8%B2-%D9%81%D8%B1%D9%85%D8%A7%D9%86-nmap-



%D8%AF%D8%B1-%D9%84%DB%8C%D9%86%D9%88%DA%A9%D8%B3-
%D8%A8%D8%B1%D8%A7%DB%8C-%D9%85%D8%B4%D8%A7%D9%87%D8%AF%D9%87-
%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-
%D9%85%D8%AA%D8%B5%D9%84-%D8%A8%D9%87-%D8%B4%D8%A8%DA%A9%D9%87



