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V1A EMAIL AMD OVERNBOIT MAIL
Mike Davie

Re: Intclioctsal Progeriy
[henr Mike:

An discussed todsy, Fomes Dy §s outaide oounsel for me. Imthst segand, 1
wrile om bebulf of mmwﬂbl&ﬂn\flmm{w eparding "the
avstem,” 10 Active’s clabm tha {s has “discovered s member of seripus
wialnerabilities,” mdlﬂﬁﬂiw':plmfml"pﬂ::lhwym.ﬁpﬁl 30 wihere [11] will relense

[its] findings o the prneral public.”

Bpesifically, roqucsts it FOWctive refrain from the puliic reporting of sy
ity ﬂnn'ltun.mrrll.mgl-crlhq WHCm of products wntil < haxs Tuaed an
oppomtualy 10 idontily thes wup d socamity vilnorsbilitics, and, if appropriate, Bake any
Aoy feenedial sop

| piste; sl yousf Cdeedpndines b tated dhat BOAetive Aegfer b “roleais
wulnerabilitien (sscurity flaws) reaponsibly by sharing them witk priof 50 a public
m Yet, when | neacked ondt 10 disguns e emaner with you today, you declingd 85 dhare

Sormntion aboit your Betivities g the products, what produsts
N}Mnmmesxﬂrtﬁmhﬁ.mwﬁﬂ#mwwumhlmwhwawwm
such vulrerabalities. | enderntend your ecloctiencs may have boca based o0 & mood b verify oo
relatioeship 1o and hapeflly thin letter atiufics those concoma

Of course, 83 you I, the public reporting of securiny vilssrabilises can have
significmst consequeTiel s takes the protection sl eadorcement of it
imtedlectual peoperty righty serionlly mnd, prior to sny poblic reporiing, wanls b enmuwe that there
e been mo viodateon of thoue rights, nchading ‘s lhense aproemsenii of other
imellectual property laws such s the anticircumvention peovision of the Digital Milkenedem
Comyright Act. Presumably, IrActive is also aligned with ensuriag responsibde disclopere and
complisnce with e laws.
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VIA EMAIL AND OVERNIGHT DELIVERY

Dhcar

is committed to continaally improving its products and vahoes the security

research community s thousghtful and responsible contributions. The company strives 10 ensure

that only objective, complete, and accurate information is reposted abowt its products, and we

hope that I0Active has a similar goal. For this reason, 1 write 1o advise you that ibe “Security

Advisory™ provided to me on Thursday, April 30 containg material inacturadics and omissions
regarding ‘s technology, mischerscterizes the severity of the pusported vulnerabalities,
and unfuidy depicts the overall relevance of your findings to 's product lines.

sells a brosd range of products for use in & varisty of security applications.
While DA ctive spparently reverse enginocrod one product, your findings are nol
spplicable to all of the products and software sald by In sddition,
centirually updates its firmware 1o sddness many types of sccurity threats, including the poteniial
artack theorized in your repor. The provided draft of the report omits these fscts, and therefore
distons the charseterization of the risk posed by the attsck to ‘s products as & whole.

Moreover, [0Active's reverss engineering process required the use of skilled tochnicians,
sophisticated lab equipment, and other costly resowroes pol generally availsble 10 the poblic to
extract *s firmware from an embedded semiconductor chip. Leaving sside the
question of whether 10Active's methodology viclated !kﬂ!ﬁﬂyﬂum
appears 1o have included st least the following sicps: (1) forcibly disassembling a
nmtﬂn:ﬂmﬂfulmﬁfnvmmhuwhmhwnIM{ﬂmﬂﬁ‘m
semiconducior chip’s packaging: (1) connecting leads onlo the depackaged chip; (4) extracling
the firmware from the depackaged chip; and (5) reverse engincering a portion of the sowrce code
fior the extracted firmware, doers not laim, and never has, that a door protected by
one of its products is impregrable. 1t is simply common serse that anyone with the time,

i 1 EERTE LS ATLANTA ¢ B ¢ SSAPEW 1 RSRRELE ¢ Omagd 8 Culviiash ¢ COLumEE 0 BaiLan
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sophistication and resources 1o engage in [0Astive's methadolegy could more simply defeal &
produsct by dilling the lock ol the door, or for that matter chopping the door down

with an axe. To suggest, a3 your report docs, that 's products suffer from “severe™

vulnerabilitics simply because you were able to develop a bypass in your lab ignones the fact that

the explodl in question wad nol posiable without the use of costly and sophisticated lab equipment

aned Bighly skilbed technicians—mot exactly » real-world scenario for the intended use of
products,

Under the circumstances, we sre sorprised by [0Active’s sggressive stance and tight
deadlines on the publication of itx renort. [DActive's own disclosure policy sates that IO Active
“will work with™ & party lik “to-define 8 course of action for remodiation and will
determine a fiure disclonare date for publishing a sccurity advisory.™ et when [ contacted
[OActive researcher Mike Davis on April 29, | was initially 1old that 10Active would only puth
bascl it publication deadline if made its iechnical staff svailable for 8 mecting with
FOActive that same day. After discussions with you on Friday May 1, you indicated that after
discussions with IOActive"s CEQ naw must make its technical staff available fors
mbeting with [OAtive before Monday 8t noon. I0Active"s tactics—io threaten disclosare of
alleged product vulnerabilities unless nakes its techaical stafl available within s
matber of days—is simiply making this process more difficult for all of w

Emnf\wmﬂmm-mhhm”mhﬂmhuuhm
ppear 1o have been provided with the information necessany 1o prepare for such a meeting, |
wrode you an email on Friday, May 1, o sk whether [OActive has any additional information
beyond what is contained the repon you send me (which has only two pages of text and three
pages of phatographs). You wiole me back and indicated there wis no additional information.
Yt in our discussion by phone later that day, you indicated that F)Active may pablish
information that goes beyord the scops of the repon you have provided—including a version of
an exploil FOActive has developed as o result of its lsb woek that could be deployed from a hand-
held open source electromics platfonm such a1 sn Arduaino. Given that 10 Active has not provided
us with sny writien information reganding this explodt, we ane not in a position 1o assess the
accuracy of the information you intend 1o make public. Why 1QActive has not provided

with all of the information it interds 1o make public is unclear given that the
y's pelicies apparenily state that you will do 50,

Finally, | note that, based on our conversation on Friday, May 1, it sppears [0Active’s
treatment of uhmuhﬂmmhmmwmmlwwmnm
was offended when | asked whether the company®s
mwmuuptmmdhyfm sathorities for wire Mm?ﬂ]ﬂuw
gﬂgﬂﬂumﬂm While a1 the time it scemed relevant po determine whether

! B hipitmy
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