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Identity Theft Using Pass-the-Ticket Attack
Demi Albuz's Kerberos tickets were stolen from CLIENT1 to CLIENTZ2 and used to access DC1 (CIFS).

Mote Email Export to Excel Details nputs Open
‘- Demi Al A A
E@ |:O 00 o0
sesrile LI DC1 DC1

F!EI:O.W"'I'%-_""I’_:J'.II’_“I]':Z

ct the relevant computers from the network or move them into an solated environment and start a
forensics procedurne oy investgating: unknown processes, Semnvices reqistry entries, ums .'_|:':r'-.'| files, and more
* Disable Demi Albuz's account
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Suspicion of identity theft based on abnormal behavior

Almeta Whitheld exhibited abnormal behavior when performing actnaties that were not seen over the last month
and are also not in accordance with the activities of other accounts in the organization, The abnormal behawvior is

based on the following activities
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I |
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https://docs.microsoft.com/en-us/advanced-threat-analytics/what-is-ata.
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@\ r.i Windows Setup

Select the operating system you want to install

Qperating system Architecture

Windows Server 2019 Standard

Windows Server 2019 Standard (Desktop Experience)
Windows Server 2019 Datacenter

Windows Server 2019 Datacenter (Desktop Experience)

-

< >

Description:
(Recommended) This option omits most of the Windows graphical environment. Manage with a
command prompt and PowerShell, or remotely with Windows Admin Center or other tocls.
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