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Your SSL client is Bad.

Check out the sections below for information about the SSL/TLS client you used to render this page.

Yeah, we really mean "TLS", not "SSL".
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Your SSL client is Bad.

Check out the sections below for information about the SSLUTLS client you used to render this page.

‘Yaah, we really mean "TLS", not "SSL°

000 00 DO00 doooiE0 O 0000000 0000 0000 DREECOO Ooooooi0n Ooooo oo 0o0ooo 00000 toooo oo

000 000 00000 0000000 00 00000 0ooo Ootoo Doootoo Oooooo boo Doooo o 0o tootooto -booba
Version Ephemeral Key Support Session Ticket Support
@M;ﬂ;;l.l chand :Jlﬁi :::f 1 :p,:_b' i'\-ﬁ's'.r"qfw'n ; @.L FobTi -:-kw:-:rr.rm-w s of the o ID:B X n:%a-b;:;rb:rﬁ u'.!.rkhpf‘fx. IF your
':-1: Tratuis, s v;;-ﬂ:ﬁpemlp:ﬂ-b;w M‘ f..,L 1-v= -;p-' withe s sy Ty qnt up-aéw# rr-:n-:*»; r:.u =I:tnr1w;-b<'- #.*-t.r-w Garprally .'L'-Q-‘ﬂ
This greatly PCraENNs yOur DOOCTON BOMRSL INCORCE with sphaenarsl ey SUpDor oot Thiy for i
eyt S
TLS Compression BEAST "w'uImarzll:nrlllt:-.|r Insecure Cipher Suites

[ET=5] Wour TLE chent doss not aempt io pompress the [ vour cliant :.'\-c.' vuinersnia o e BEEAST attack EET Yowr chant supports. cipher sulies that ane nosn o

satings U*aﬂ':.':{-:n.c:'mﬁna odineg indomration: bacaums s using & Sptducd'\-rid'a T5 0. The ba irsec U

loais from the CRIVE gha BEAST atiach is ondy posaibie agein using TLS 1.0
o gl waing Ciphar-Block Ch l:m e et g
Pl Iphama T Lin-1 Nbﬂ.‘-m"lﬂl‘ g

= TLS_RSA_WITH_BC4_128_M0D4: This cipkar uses
Bl which iham insecuns biases in B output

= TLS_REa WITH_RCA 128 SHA: Tris ciphed uses
RCA which i inds e Daned in 53 Stpul

000000 00 00000 DOOo0Roo0 Cooodioodioooon 0ooo Lo Oioooo bofoooo to todtoo fooo booto 0o
000o0d


https://www.howsmyssl.com/
https://www.howsmyssl.com/

Given Cipher Suites

The cipher suites your client said it supports, in the onder it
Sant tharn, ang

- TLS RSA_WITH_AES_128_CBC_SHAZ2S5G

- TLS_RSA_WITH_AES_ 128 CBC_SHA

- TLS_RSA_WITH_AES_256_CBC_SHAZSE
- TLE_REA_WITH_AES_ 2855 CBC_SHA

« TLS_RSA_WITH_RC4_128_SHA

- TLS_RSA_WITH_3DES_EDE_CBC_SHA

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZSE

- TLS_ECDHE_RSA_WITH_AES 128_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA

- TLS_ECDHE _ECDSA WITH_AES_128_GCM_SHA256
- TLS_ECOHE_ECDSA WITH_AES_128_CBC_SHAZSE

- TLS ECOHE ECDSA WITH_AES 256 GOM_SHA3ZR4

- TLE_ECOHE_ECDSA_WITH_AES_286_CBC_SHA3ES
= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_DSS_WITH_AES_128_CBC_SHA2SE

+ TLS_DHE_DSS_WITH_AES_128_CBC_SHA,

« TLS_DHE_DSS_WITH_AES_255 CBC_SHAZSS

« TLS_DHE_DSS_WITH_AES_256 CBC_SHA

« TLS_DHE_DS5_WITH_3DES_EDE_CBC_SHA

- TLS_RSA WITH_RC4 128 MDS
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Given Cipher Suites

The cipher suites your client said it supports, in the order it
sent them, are:

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_DHE_RSA_WITH_AES 128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA

Leamn More

0000 00 Enter 0000 0 0000 0OCO 0000 0000 00 00 about:config (0000 0O0UD OO0 0000 00000 00000
00 _dhe. 00000 0000 0000 OO -0000 0O00 1L be careful, I promise (0000 000 00000 0000 OO0 0000
0 security.ssl3.dhe_rsa_aes_256_sha (0000 00 00000 000 00000 -0000 0000 00 Enter 0000 O 0O00 QOO0

00 true 00 00 00000 00 00 DOO0OO -00000 0000 000000000 00 00 security.ssl3.dhe rsa aes 256 sha
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@' 'E &/ Firefox | about:config

Search: | .dhe_

Preference Name - Status Type Value
security.ssl3.dhe_rsa_aes_128_sha default boolean true
security.ssl3.dhe_rsa_aes_256_sha default boolean true
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Given Cipher Suites

The cipher suites your client said it supports, in the order it
sent them, are:

TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH _AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 _CBC_SHA
TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA
TLS_RSA_WITH_AES 128 _CBC_SHA
TLS_RSA_WITH_AES 256 _CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA

Learn More

0000 O0Do0d

0000 000 00 How's My SSL 000 000 O0000OC 00000 0O DO000 00000 DoC000 O000o 0o 00000 boto
000000 00 000000 000 Ooboo boooo fooo o foo foooo fo 0o 0odo fooo 0o dooooo 0o 0o Dooota

00 000000 00000 000000 0000 <0000 00000 0000 0000 0000000 (Hex) 0000 0000 00 0000 000000 0000
0000 000000 TLS Cipher Suit Registry (1100

:000 000 000 00 000o0 Odftbhooooooo 0o todddt b0 doddo o0t bodo Dod

(000 00D 000000 10.10.5 (1 46.0.2490.71 (100 0000 ) OSX (00000000

000 00000 00000 00 cat 00000 -0000 0000 00000 Run Shell Script 000 00000 000 00 Automator
;0000 00o0oeo

Applications/Google\ Chrome.app/Contents/MacOS/Google\ Chrome --cipher-suite-/
blacklist=0x0033,0x0039,0x009E,0xcc15


http://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml#tls-parameters-4
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"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --cipher-suite-
blacklist=0x0033,0x0039,0x009E,0xcc15
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google-chrome --cipher-suite-blacklist=0x0033,0x0039,0x009E,0xcc15
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